NHOPOPMALIMOHHASA ITAMATKA JJISA OBYYAIOIINXCA JJISA PASMEINEHUSA
HA OPNIUNAJIBHBIX THTEPHET-PECYPCAX

C KaKIbIM I'OJJOM MOJIOACKHU B MHTCPHETC CTAHOBUTLCSA 60.]'[1)]].[6, a IIKOJIBHUKU OAHU U3 CaMbIX aKTUBHBIX
nosb3oBatesiel Pynera. Mexay TeM, HOMHMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U
po0JieMbl. DTa mamMsATKa JOJHKHA MTOMOYb TeOe 0€30MacHO HaXOUTHCS B CETH.

Komnbrorepabie BUPyChbl

KomnbioTepHslit BUPYC - 3TO pa3HOBUAHOCTh KOMIIBIOTEPHBIX TPOrPaMM, OTIHYUTEIHHON 0COOCHHOCTHIO
KOTOPOH SIBIISIETCS CIOCOOHOCTH K Pa3MHOKEHHIO. B omonHeHne K 3ToMy, BUPYChl MOTYT TOBPEAUTD WIIN
MOJIHOCTBIO YHUUTOXXUTD Bce (hailiibl ¥ JaHHBIE, TOJIKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHU KOTOPOro ObLia
3alylleHa 3apakeHHas [IPorpaMMa, a TaKkKe NOBPEIUTh WIN Aa’K€ YHUUTOXKUTH ONEPALIMOHHYIO CUCTEMY CO
BceMU (aitnamu B 11e10M. B 60IbIIMHCTBE CiTy4aeB pacpOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToabl 3alIIUTHI OT BPEJOHOCHBIX MPOTrpaMM:

1. Hcnonb3yii cOBpeMEHHBIE ONIEPALMOHHbBIE CUCTEMbI, UMEIOIUE CEPhE3HbII YPOBEHD 3alLIUThI OT
BPEIOHOCHBIX IIPOTPaMM;

2. TlocrostHHO ycTaHaBiIMBal natyd (HU(PPOBBIE 3AIUIATKH, KOTOPBIE aBTOMATUYECKH YCTaHABIMBAIOTCS
C LIeJIbI0 IOPAaOOTKH NMPOrpaMMbl) U Apyrue OOHOBIIEHUS CBOCH omnepaliMoHHOM cuctembl. CkaunBait
UX TOJIBKO ¢ o(umansHoro caira pazpadorunka OC. Ecnu cymecTByeT pexxuM aBTOMaTHYECKOTO
0OHOBJIEHMSI, BKIIIOUH €r0;

3. Paloraii Ha cBOeM KOMITbIOTEPE MO/ IIPAaBaMH ITOJIb30BATENS, a HE aMHUHUCTpATOpa. ITO HE
MO3BOJIUT OOJNBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIEHOM
KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE POTPaMMHBIE MPOTYKTHl H3BECTHBIX MPOU3BOJUTENEH, C

aBTOMAaTHYECKUM OOHOBIJIEHHEM 0a3;

Orpannub pU3NUECKUH TOCTYI K KOMIBIOTEPY AJIs IOCTOPOHHUX JIUIL;

Hcnonp3yil BHEIIHUE HOCUTEIN UH(DOpMaLMK, TaKue Kak (Iierika, TMcK Win (aiin U3 HHTepHeTa,

TOJIBKO U3 IIPOBEPEHHBIX HCTOUYHUKOB;

7. He oTkpbIBail KOMIBIOTEPHBIE (ailsbl, TOJIYYEHHbIE U3 HEHAICKHBIX HUCTOUHUKOB. Jlaxe Te (aisl,
KOTOpBbIE MpHCIIall TBON 3HAKOMBbIH. Jlydlle yTouHU y Hero, OTIIPABIISII JIM OH TeOe UX.

oo

Cerun WI-FI

Wi-Fi - a0 He Buj nepenayn TaHHBIX, HE TEXHOJOTHs, a BCEro JUIIb Opena, mapka. Eme B 1991 rony
HUJIEpIaHIcKas koMnanus 3apeructpuposana opena "WECA", uto o603Hauao cioBocoderanue "Wireless
Fidelity", koTopblif mepeBoanTCS Kak "GecrpoBOIHAS TOUHOCTB".

Jlo Hamero BpeMeHH Ao1Ia Ipyras abopeBuaTypa, KOTopas sBJISIETCS TAKOU 7K€ TEXHOJIOTHEeH. DTo
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue ObLIO JAaHO C HAMEKOM Ha CTaHIAPT BhICUIEH 3BYKOBOW TEXHUKHU
Hi-Fi, uto B mepeBoe 03HavaeT "BbICOKAst TOYHOCTH".

Jla, OecTutaTHBIM HHTEPHET-A0CTYII B Kade, OTEIAX M adpPOIopTax SBIISICTCS OTIUIHON BO3MOKHOCTHIO
BBIXO/Ia B MUHTEpHET. Ho MHOTHE 3KCIIEPTHI CUUTAIOT, yTO 00meaocTynHbie Wi-Fi ceTn He sBhstoTCs
0€30MaCHBIMU.

CoseTbI 10 0€30MaACHOCTH PadOTHI B 001IEAOCTYNHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro muuHyi0 nHpopMmalmio yepes odmenoctynusie Wi-Fi ceru. Paboras B HuX,
’KeJIaTebHO HEe BBOJUTH ITAPOJIN JOCTYIIA, JJOTUHBI U KaKHe-TO HOMEpa;

2. Vcnonp3yii 1 0OHOBIISAN aHTUBUPYCHBIE IPOrpaMMBbl U OpaHamayep. TeM caMbIM Thl 00€30I1aCHIIb
ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOMCTBO;



3. Ilpu ucnonszoBanuu Wi-Fi otkmoun ¢pynkuuio "O0muit noctyn K (aitnam u npuarepam". Jlannas
(GyHKIMS 3aKphITa IO YMOTYAHUIO, OJIHAKO HEKOTOPHIE MOJIB30BaTENIN aKTUBUPYIOT € JJisl y100CcTBa
UCIIONIb30BaHUs B paboTe Win yueoe;

4. He ucnonp3yit myonmansii WI-FI muist mepenayum JIMUHBIX TaHHBIX, HAIPUMED JIJIs1 BBIXOJIA B
COIMAJIbHBIE CETH MJIM B DJIEKTPOHHYIO MOYTY;

5. Hcnounb3yii Tonbpko 3amuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
anpeca BBoau umeHHo "https://";

6. B moOwmipHOM Tenedone orkimroun pyakuuto "Ilogkmouenue k Wi-Fi aBTomarnuecku". He
JIOITyCKai aBTOMaTHYECKOTO MOJIKIIIOYEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

COIII/Ia.]'[LHLIe CEeTH

COHI/IaJII)HBIe CCTU aKTUBHO BXOJAT B HAIly )KU3Hb, MHOTHC JIFOAU pa60Ta10T H )XUBYT TaM IOCTOAHHO, a4 B
Facebook YKE 3apCTUCTPUPOBAH MUIIJIMAPA YCIIOBCK, YTO SBJISACTCA 0I[HOI>1 CeHBMOﬁ BCEX JKUTEJICH IJIaHETHI.
MHorue moyb30BaTeIn He IIOHHUMAIOT, YTO I/IH(l)OpMaIII/ISI, pasMCIICHHAaA UMW B COLUAJIBHBIX CCTAX, MOXKET
OBITh Haﬁ,ueHa H UCIIOJIb30BaHa KEM YIrogHO, B TOM YHUCJIC HC 00s3aTenBHO ¢ OJIaruMu HaMCpCHUAMMU.

OCHOBHBIC COBETHI IO OC30IaCHOCTH B COIMaJIBHBIX CCTAX:

1. Orpannyb criucok apy3eil. Y 1e0s B Ipy3bsAX HE JTOJDKHO OBITh CITy9alfHBIX U HE3HAKOMBIX JIFOJICH;

2. 3ammuail cBO0 YacTHYIO kM3Hb. He yka3piBaii naposnu, TenedoHsl, ajgpeca, 1aTy TBOETO POXKICHUS
U IPYTYIO JINYHYIO HH(pOpMAIio. 3II0yMBIIUIEHHIKH MOTYT UCTIOI30BATh J1aXe WH(POPMAIIHIO O
TOM, KaK Tbl ¥ TBOU POIUTEIH IUIAHUPYETE NIPOBECTH KAHUKYJIBL;

3. 3amminai CBOIO peIyTaIHIo - JCPKH €€ B YMCTOTE H 3a/1aBail cebe BOIPOC: XOTEN ObI ThI, YTOOBI
JpyTHUe MoJIb30BaTeNI BUIENH, 4TO ThI 3arpyskaes? [logymail, mpexze ueM 4To-To OmyoJuKoBaTh,
HamucaTh U 3arpy3uTh;

4. Ecnu Tl TOBOPHILB C JIO/IBMHU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE pealbHOE UMl U APYTYIO
JUYHYI0 HTHPOPMAIIUU: UMsI, MECTO KUTEJIbCTBA, MECTO yueObl U MpoUee;

5. W30eraii pazmenienus gpororpaduii B IHTEepHETE, I'/1e THI M300paXKeH Ha MECTHOCTH, IO KOTOPOii
MO>KHO OIIPENEIINTh TBOE MECTOIOJIOKECHUE;

6. Ilpu perucrpanuu B COUMAIbHON CETH HEOOXOIUMO UCIIOJIb30BaTh CIOMKHBIE MAPOJIH, COCTOSAIINE U3
OyKkB 1 LM(p U C KOTUYECTBOM 3HAKOB HE MEHEE §;

7. Jns conuanbHON CeTH, MOYTHI U APYIHX CAiTOB HEOOXOAMMO UCIIOIB30BaTh pa3Hble Mapoiu. Torna
ecyiy TeOsI B3JIOMalOT, TO 3JI0YMBIIIJIEHHUKY MOJIyYaT JOCTYH TOJIBKO K OJJHOMY MECTY, a HE BO BCE

cpasy.
DJIeKTPOHHbBIE IeHbI'H

DNEeKTPOHHBIE IEHBIU - 3TO OYEeHb YA00HBIN CIOCO0 IMaTexel, OJJHAKO CYIIECTBYIOT MOILIEHHUKH, KOTOPbIE
XOTST IOJIyYUTh 3TU JECHBIU.

ONEKTPOHHBIE JEHBIY MOSIBUWINCH COBCEM HEJAaBHO U IMEHHO M3-3a 3TOI'0 BO MHOTHUX T'OCYJapCTBax /10 CHX
MOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu xxe oHn (I)yHKI_[I/IOHI/IpyIOT " O HUX YK€ IIPOIMUCAHO B 3aKOHEC, I'IC UX pa3AC/IAAIOT Ha HECKOJIBKO
BHJIOB - aHOHNMHBIC U HE aHOHHMHBIC. Pa3Hwuiia B TOM, YTO aHOHUMHBEIC - 5TO T€, B KOTOPBIX pa3pCiIacTcCAa
IMPOBOAUTH OIICpalun 0e3 I/I,Z[CHTI/I(bI/IKaI_II/II/I IIOJIB30BAaTCJIsA, @ B HCAHOHUMHBIX I/IILCHTI/I(I)I/IKaI_II/IH
MOJIb30BaTENIs ABJIIETCS 00S3aTSILHOM.

Taxxe cneayeT pa3nuyarh 3J1€KTPOHHBIE (hUaTHBIE JEHBIU (PaBHBI TOCYAApCTBEHHBIM BAJIOTaM) U
DIIEKTPOHHBIC HEPHUATHBIE IEHBI'H (HE PABHBI TOCYIAPCTBEHHBIM BAIIOTAM).



OcHOBHBIE COBETHI 110 0€30MACHOH PadoTe ¢ YTeKTPOHHBIMH JIEeHbTAMH:

1. TlpuBsku K cueTy MOOUIIBHBIN TenedoH. DTO caMblil yIOOHBIN U OBICTPBIN CIIOCOO BOCCTAHOBUTH
noctyn K cuety. [IpuBsizanHblil TeeoH mOMOXKeT, eciiu 3a0y1elb CBOU IUIATeKHBIA Mapoib WU
3aiJIelIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. HWcnonb3yii onHopaszoBblie mapoinu. [locie nepexoaa Ha yCUIICHHYIO aBTOpU3alHio Tede yxe He OyneT
YrpoKaTh ONMACHOCTh KPaXKH WJIM IIepexBaTa IUIaTEKHOI0 IapoJis;

3. Bp10epu cnoxxubIl mapoiib. [IpecTynarkaM Oynet He PoCTo yrajaTh CIOXHBIN mapois. HaxexHbie
HapoJIu - ATO MAPOJIH, KOTOPBIE COJIEPKAT HE MEHEe 8 3HAKOB U BKIIIOYAIOT B Ce0sl CTPOYHBIC U
MPOIUCHBIE OYKBBI, IU(PPHI 1 HECKOJIBKO CUMBOJIOB, TaKH€ KaK 3HaK JoJuiapa, pyHTa,
BOCKJIMILIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJUM CBOU JIMYHBIC JAHHBIEC HA CaliTax, KOTOPHIM HE JOBEPSEIIb.

DJIeKTPOHHAA MOYTA

DNEeKTPOHHAs OYTA - 3TO TEXHOJIOTHSI U IIPEIOCTABIIIEMBIE €10 YCIIYTH I10 NEPECHUIKE U MOIYYEHHUIO
AIEKTPOHHBIX COOOIIEHHI, KOTOPbIE pacCIpeAesaoTCsS B KOMIIBIOTEPHOM ceTH. OOBIYHO IEKTPOHHBIN
MIOYTOBBIN SIIMK BBITJISIUT CIEAYIOIIUM 00pa3oM: UMs_TIOJIb30BaTeNs(@uMs_oMeHa. Taxoke Kpome
nepesavyy MpoCcTOoro TEKCTa, UMEETCsl BO3MOXKHOCTD TepeiaBaTh (ailibl.

OcHoBHBIE COBeTHI 10 0e30nacHOl padoTe ¢ 3TeKTPOHHOM MOYTOM:

1. Hapno BbIOpaTh NpaBUIIbHBIIN TOYTOBBIN cepBHC. B MHTEpHETE €cTh OrPOMHBIH BEIOOP OeCIUIaTHBIX
IIOYTOBBIX CEPBHUCOB, OJHAKO JIYYILIE JOBEPSITh TEM, KOI'O 3HACIIb U KTO IIEPBBII B PEUTHHIE;

2. He yka3bIBaii B 1MuHON noure IuuyHyto nHGopmMaruio. Harmpumep, sydie BeIOpaTh
"My3bIKanbHbIA _(paHaT@" win "pok2013" BmecTo "Temal3";

3. Hcnonb3yii ABYX3TaNHYIO aBTOPHU3ALMI0. TO KOTJa TOMUMO MapoJisi HY>KHO BBOJUTH KO/,
npucbuIaeMblil mo SMS;

4. BeiOepu CIOXKHBIN Mapoib. [[1st KaxkI0ro MOYTOBOTO SIIKUKA JOJKEH ObITh CBOI HaICKHBIH,

YCTOWYMBBIN K B3JIOMY I1apOJIb;

Ecnu ecTb BO3MOKHOCTB HAaIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH OTY BO3MOXKHOCTB;

Hcrnonb3yil HECKOIBKO NOYTOBBIX AIMMKOB. [IepBbIii UIsl 4aCTHOM NEPENUCKHU € apecaTaMy,

KOTOPBIM ThI JOBEPSAECIIL. DTO MIEKTPOHHBIN aipeC HE HAJ0 UCIIOJIb30BaTh IIPU PETUCTPALIUU Ha

dopymax u caiitax;

7. He otkpbIiBail (aiiasl 1 qpyrue BIOKEHHS B MMChbMaXx, JJaXKe €CIIU OHU MPHUIIUIA OT TBOUX Jpy3eil.
Jlyyiie yTOYHM y HUX, OTIPABIISAIIHN JIK OHU TeOe 3TH (ailiibl;

8. Ilocne oxkoHuaHMs pabOTHI HA IIOYTOBOM CEpBHUCE MEPE]] 3aKPHITHEM BKJIAIKH C CAalTOM He 3a0y/1b
Ha)kaTh Ha "BeriTu".

oo

Ku0epOy/JUIMHT MM BUPTYaJIbHOE H3/1eBATEJILCTBO

KI/I6€p6y.]'IJ'II/IH1" - IpeCJICAOBAHNC C006I_I_ICHI/I$IMI/I, COJACpKallIuMU OCKOp6J’IeHI/I$I, arpeCCuro, 3allyruBaHucC,
XYJIUTAaHCTBO, COONAJIBHOC 60ﬁKOTHpOBaHHe C IMOMOMIBIO PA3JIMYHBIX HHTCPHCT-CECPBUCOB.

OcHoBHbIE cOBeThI 10 0opble ¢ KHOepOyNIMHIOM:

1. He Gpocaiics B 60ii. JIyummii crioco0: mocoBeToBaThcs Kak cedst BECTH U, €CIH HET TOT0, K KOMY

MOYKHO OOpaTUTHCS, TO BHaYaJle yCIOKOUThCs. Eciiu Thl HauHeNb OTBEYaTh OCKOPOJICHUSAMHU Ha

OCKOPOJICHUS, TO TOJIBKO e1le OOJIbINe Pa30XkKeIIb KOH(IUKT;

VYrpasnsii cBoell KubeppemnyTaiuei;

3. AHOHMMHOCTH B ceTH MHHUMasl. CyIIeCTBYIOT CLIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJIUTraHCKUI 00pa3 BUPTYyanbHOH ku3HU. HTepHET UKCHUpYET Bce TBOU JECHCTBUS
U COXpaHsIeT UX. Y JaluTh UX OyJeT KpailHe 3aTpyAHUTENIBHO;

N
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Cobmronaii CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit ennHUYHBINA HeratuB. OAHOPa30Bble OCKOPOUTENBHBIE COOOIIECHUS TyYIlle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpalaeTcs Ha Ha4aJbHOU CTaauy;

7. ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMU, B COLIUAIBHBIX CETSAX €CTh
BO3MOXKHOCTH OJIOKHUPOBKH OTIPABKH COOOIEHHI C ONPEACTICHHBIX a/IpECOB;

8. Ecnu T cBUAeTenb kubepOyuHra. TBOM NEHCTBUS: BBICTYIUTH IPOTUB MPECIeOBaTENs, I0KA3aTh

€My, 4TO €r0 JeHCTBUS OLICHUBAKOTCSI HETaTUBHO, IIOJIEPKATh )KEPTBY, KOTOPOU HYKHA

MICUXOJIOTHYECKas MOMOIIb, COOOUIUTH B3POCIBIM O (haKTe arpecCUBHOTO MOBECHUS B CETH.

MoOnbHbIi Tes1ed)oH

CoBpemenHble cMapT(HOHBI U MIAHIIETHI COepKaT B ce0e BIOJIHE B3POCIbIA (QYHKIIMOHAN, U TENIEPb OHU
MOTI'YT KOHKYPUPOBATH CO CTAlMOHAPHBIMH KOMIIBXOTCPAMMU. O[[HaKO, CpCACTB 3allIMTHI AJId HOI{O6HI)IX
YCTPOMCTB MOKa OUeHb Masio. TecTupoBaHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOAUT HE TaK MHTEHCUBHO,

kak s 1K, To e camoe kacaercs 1 MOOMIIbHBIX MPHUIIOKECHHH.

CoBpeMeHHbIE MOOMJIBHBIC Opay3ephl YKe MPAKTUYCCKU JOTHAIH HACTOJIHBIC aHAJIOTH, OJTHAKO
pacmmpenue pyHKIIMOHAIA BJIEYET 32 COOO0M OOJIBITYIO CJI0KHOCTh U MEHBIITYIO 3alUIIICHHOCTD.

I[aﬂeKO HEC BCC IPOU3BOJUTECIIN BBIITYCKAIOT O6HOBJI€HI/I$I, 3aKPbIBAIOIIUC KPUTHYCCKUC YA3BUMOCTH JIA
CBOHX YCTpOfICTB.

OCHOBHBIE COBETHI JIIA 0€e30I1aCHOCTH MOOMJIBHOTO TCJ'IC(bOHaZ

Huuero He siBiisieTcst mo-HacToseMy OecIaTHBIM. byib ocTopokeH, Beb KOria Tede mpeararoT
OecriaTHBIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKUE-TO TUIATHBIE YCIIYTH;

Jymaii, mpexae yem otipaButh SMS, hoTo nnu Buneo. Thl TOUHO 3HAEIIb, T/Ie OHU OyIyT B KOHEYHOM
urore?

Heo6xoauMo 0OHOBISATE ONEPAIMOHHYIO CUCTEMY TBOETO CMapTQoOHa;
Hcnonp3yit aHTUBHPYCHBIE IPOTPAMMBI AJ11 MOOUITBHBIX TeNe(OHOB;

He 3arpyxaii npuaoxeHus oT HEM3BECTHOTO HCTOYHMKA, BE/Ib OHU MOTYT CO/IEP)KaTh BPEAOHOCHOE
IporpaMMHOe 0OecTIeyeHHE;

[Tocie Toro Kax ThI BBIWIEIIH C CaiiTa, e BBOIWI JUYHYIO HH(GOPMAIIUIO, 32l B HACTPOKHU Opay3epa u
ynanu cookies;

[Tepuoanuecku mpoBepsii, Kakue IUIaTHbIE YCIYTU aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIBHOTO Tele(OHA TOIBKO JIFOIIM, KOTOPBIX Thl 3HAEIIb U KOMY JOBEpSEIIb;
Bluetooth nomken ObITh BBIKIIIOUEH, KOTJa ThI UM He NoJib3yelibes. He 3a0biBaii nHOT1a TPOBEPATH ITO.
Online urps1

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOUHBIE, 3aXBaThIBAIOIINE pa3BiIeueHUs], 00beIMHSIONINE COTHH
TBICSAY YEJIOBEK 110 BceMy MUpPY. Irpoku ucciaenyoT JaHHbIM UM MHp, 0OLIA0TCs APYT C JPYTOM,

BBITIOJIHAIOT 3aaHusd, CPAKAOTCA C MOHCTPAaMHU U MOJIY4YarOT OIIBIT. 3a YAOBOJIbCTBUC OHU IIIATAT:
IMMOKYIIaroT AUCK, OIJIAaYHMBArOT a0OHEMEHT WU ano6peTa}0T KaKue-TO OIIHH.



Bce 51u cpeacTBa uayT Ha MOAJIEpKaHUE U PA3BUTHE UTPHI, @ TAKXKE HAa caMy 0€30MacHOCTb:
COBEPILEHCTBYIOTCS] CUCTEMbI aBTOPU3ALIUH, BBITYCKAIOTCSI HOBBIE MAaTYM (LIM(PPOBBIE 3aIIATKH JUIs
IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HLIX HUrpax CToOUuT OrnacaTbCqa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKH TBOCTO ITapoJid, Ha
KOTOPOM OCHOBaHa CUCTEMA aBTOpU3alINHU OOIBIIMHCTBA Hrp.

OcHOBHBIE COBeThI 10 0€30IIACHOCTH TBOEro HUI'POBOIo aKKayHTa:

1. Ecnm npyroii urpok BeneT cedsl MI0X0 MK CO3/aeT TeOe HEPHUITHOCTH, 3a0JI0KUPYH €ro B CIHCKE
UI'POKOB;

2. Tloxanyiics aAMUHUCTPATOPAM UTPHI HA TUIOXOE MMOBEICHHE ITOr0 UTPOKA, JKEJIATEILHO MPUIIOKHUTD

KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

He yka3piBaii muunyro nHpopMaiuio B mpodaiiie urpsl;

YBaxkail Apyrux y4aCTHUKOB 110 UTPE;

He ycranaBnuBaii HeoumanbHbIe TATYH U MOJIBL;

Hcnosnp3yi CII0KHBIE U Pa3HbIE TapOJIH;

Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJIH04ATh aHTUBUPYC. [IoKa Thl Urpaenib, TBOH KOMIIBIOTEP MOTYT

3apa3uTh.

No ko

DOUIIUHT WA Kpaka JUYHbIX JAHHBIX

OObI4HOM KpaXkeH JIeHer U IOKyMEHTOB CETOJIHS YK€ HUKOI0 He YAMBHIIb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOTH 3JI0yMBIIIJIEHHUKN IEPEMECTIIINCH B UHTEPHET, U MPOI0JIKAIOT 3aHUMAThCS "TH00MMBbIM"
JECIIOM.

Tak mosiBUIacyL HOBas yrposa: HHTCPpHET-MOIICHHUYCCTBA NI (1)I/IHII/IHF, rjraBHas HEJIb KOTOPOTO COCTOUT B
NOJYy4YeHNU KOH(UICHIINANBHBIX JaHHBIX M10JIb30BaTeNe! - IOTMHOB U MapoJjeid. Ha anrmuiickoM s3bike
phishing unTaercs kak ¢pummHr (ot fishing - peroHas noBins, password - mapossb).

OcHoBHbIE cOBeTHI 0 0OpbOe ¢ PUITUHTOM:

1. Crnenu 3a cBouM akkayHTOM. Eciiu ThI o103peBaeliib, 4TO TBOSI aHKeTa Obljia B3J10MaHa, TO

HE00X0/1MMO 3a0JIOKUPOBATh €€ U COOOLIUTh aJJMUHUCTPAaTOpaM pecypca 00 3TOM Kak MOKHO

cKopee;

Hcnonb3yit 0e3onacHble BeO-CalThl, B TOM YHCIIe, MHTEPHET-Mara3uHOB U TIOUCKOBBIX CUCTEM;

3. Hcnomnw3yii CliokHBIE U pa3HbIe TAaposiu. TakuM 00pa3oM, eciii Te0sl B3IIOMAOT, TO
37I0YMBIIIJICHHUKH MOJTy4aT AOCTYH TOJIBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3JI0MalId, TO HEOOXOUMO MPEIYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE 100aBJIEHBI Y

Te0s B APY3bsIX, O TOM, YTO TeOs B3JIOMANIX U, BOBMOKHO, OT TBOETO MMEHH OyJIeT pacchUlaThCsl CriamMm

Y CCBUIKU Ha (PUILIMHTOBbIE CalThI;

YcranoBu HajexxHbIN naposb (PIN) Ha MoOMIbHBIH TenedoH;

OTxkroun coxpaHeHue naposs B Opaysepe;

7. He oTkpsiBaii (aitiibl ¥ Ipyrue BIOKEHUS B MMCbMaX, Ja)ke €CJIM OHU MPUIILIU OT TBOUX JAPY3eil.
Jlydie yTOYHM y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (paitiibl.

N

oo

Hudposas penyranus

Hudposas penyranus - 3T0 HEraTUBHAs UJIH MMO3UTUBHAs HHPOpMaLus B ceTd o Tede. Komnpomerupyromas
nH(pOopManys, pa3MelIeHHas B HHTEPHETE, MOKET CEephe3HBIM 00pa30M OTPAa3UTHCS HA TBOCH pealibHOM
xu3HM. "Ludposas pemyranus” - 370 TBOM UMUK, KOTOPBIH popMupyeTcs U3 nHpopManuu o Tede B
UHTEPHETE.



TBOE MECTO KUTEIbCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHUE, OCOOEHHOCTH XapaKTepa U paccKa3bl O
OJIM3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noJpoCTKH JIETKOMBICICHHO OTHOCSTCS K MyOJIMKauu Tu4Hoi nHpopmanuu B IutepHere, He
MOHMMasi BO3MOXKHBIX MOCJIeACTBUN. ThI Jaske HE CMOYKEIIb I0TafaThCsi O TOM, 4To (hoTorpadus,
pa3MeleHHas 5 JIeT Ha3a/l, cTajla IPUYMHOM 0TKa3a IPUHATH TeOs Ha paboTy.

KommenTtapuu, pa3MerieHre TBoux Gortorpaduii u Apyrue 1eiHCTBUS MOTYT HE HCYE3HYTh Ja)e MOCIIe TOTO,
KaK Thl UX yJaluiib. Thl HE 3HaeMIb, KTO COXPAaHUII 3Ty UH(OPMAIIHIO, [TOTIAIa JIM OHA B TIOUCKOBBIE
CHCTEMBI U COXPAaHWIIACh JIM OHA, a TJIABHOE: YTO MOIYyMAIOT O Tebe OKPY)KaIOIINeE JIFOA1, KOTOPbIe HAWAYT 1
yBUIAT 3T0. HaifTu MH(pOpMAIIIO0 MHOTO JIET CITYCTsI CMOXKET JII000H - KaK U3 T00pBIX MOOYKASHUH, TaK U C
HaMepeHHEM IMPUYUHHUTH BpeJl. DTO MOXKET OBITh KTO YTOJIHO.

OcHoBHbIE cOBeTHI MO 3amuTe HUGPOBOI penmyTanum:

=

[Tomymaii, Ipesx/ie 4eM 4TO-TO MyOITMKOBATh U MIepPeIaBaTh y ce0s B OJ0Te WM B COIMAIILHOM CETH;

2. B nacrtpoiikax nmpoduis yCTaHOBH OTpaHUYEHHUS HA IPOCMOTP TBOETO MPOUIs U €ro COAECPKUMOro,
caenai ero Tosbko "nis apysei';

3. He pa3memniaii u He yka3biBail HH(pOpMAIIHIO, KOTOPask MOKET KOTO-JIMOO0 OCKOPOISITh UM OOMKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIbHUKU - aKTUBHBIE MOJIH30BaTEH IIU(POBOro npoctpancTBa. OQHAKO 1aJeKo HE BCe
3HAIOT, YTO MOJH30BAHUE MHOTUMHU BO3MOXKHOCTSIMU IIU(PPOBOTO MHpa TpeOyeT COOI0ACHHUS IPpaB Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH "HHTEIEKTYyalIbHAsE COOCTBEHHOCTD'" OTHOCHUTCS K pa3JIMYHBIM TBOPEHHSIM UEI0BEYECKOT0 yMa,
HauMHas ¢ HOBBIX N300peTeHHH 1 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOJIYKTHI U YCIAYTH, U
3aKaH4YMBasi KHUTaMu, pororpadusiMu, KHHOPHUIbMaMU U MY3bIKaJIbHBIMU [TPOU3BEACHUSIMU.

ABTOpCKHeE IpaBa - 3TO MpaBa Ha HHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH, JINTEPATYpPhI
Y UCKycCTBa. ABTOPCKHE ITpaBa BBICTYIAIOT B KAUECTBE TapaHTHH TOT'O, YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUN TPYA aBTOpa HE OYAET HallpacHbIM, 1aCT €My CIIPaBEJIMBbIE BOZMOKHOCTH
3apa0oTaTh Ha pe3yibTaTax CBOETO TPY/a, MOJYyUYUTh U3BECTHOCTH U Mpu3HaHue. Hukro 6e3 paszpeneHus
aBTOpa HE MOXKET BOCIIPOU3BOIUTH €TO NMPOU3BEACHUE, PACIIPOCTPAHSTD, TyOIMYHO IEMOHCTPUPOBATD,
po/1aBaTh, UMIIOPTUPOBATH, IIYCKATh B MPOKAT, MyOIMYHO UCIIOIHATH, TOKA3bIBATh/UCTIOMHATH B d3HUpe HITU
pasmemars B MHTEpHETE.

Hcnonb3oBanue "mupaTcKoro” mporpaMMHOTO 00eCTIeYeHUSI MOXKET MMPUBECTU K MHOTUM PUCKAM: OT MOTEPH
JIAHHBIX K TBOMM aKKayHTaM JI0 OJJOKHPOBKU TBOETO YCTPONCTBA, T/I€ YCTAaHOBJICHA HEJIeTaIbHAas
nporpamma. He ctout Takke 3a0bIBaTh, 4TO CYIIECTBYIOT JeTaTbHBIE  OECIUIaTHBIE MPOTPAMMBI, KOTOPHIE
MO>KHO HaWTH B CETH.

O nopraJe
CeteBn4ok.pd - TBOH TJIABHBIN COBETYHK B CETH. 3/1€Ch Thl MOKEIITh Y3HATH O O€30MaCHOCTH B CETH

MOHSITHBIM U IOCTYITHBIM SI3bIKOM, a IPH BO3HUKHOBEHUH KPUTHUUYECKOW CUTYalluU OOPATUTHCS 32 COBETOM.
A TaxKke NPUHATH YU4acCTHE B KOHKYPCAX M CTaTh CaMbIM HU(POBBIM IrpaxaaHUHOM!
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